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(54) SOFTWARE RIGHT MANAGEMENT CONTROL METHOD 

(57)Abstract: 

PURPOSE: To perform the right management superior in 
maintainability and flexibility in the environment of 
multiprogramming by individually assigning the key, with 
which ciphered instructions are deciphered, to a program 
or a program group as the right management object and 
switching the deciphering keys by a right management 
interrupt. 

CONSTITUTION: A right management interrupt 
generating mechanism 1 3 which controls the change 
related to the right management state is provided 
independently of the supervisor interrupt which starts 
the processing function of an operating system or the 
like. When the right management interrupt is generated 
by the right management interrupt generating mechanism 
13, the right management state is saved to a right 
management table 1 7 and a current right management ID 
16 of a program status word 15 is changed by a right 
management state change processing 1 4, and the key 
with which instructions are deciphered is switched. Thus, 
right management in the environment of multiprogramming is possible. 
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Partial Translation of JPA 64-068835 

<Page 3, upper right column line 19-lower left column 
line 2> 

A program 10 to be right managed is, for example, 
comprised by a pair of a permission requirement program 
11 and a software body 12. 

<Page 4, upper right column line 8-14> 

CD A software right holder who develops a 
software, when the software is distributed, generates a 
permission requirement program for describing proviso 
for requesting a software user, combines the generated 
permission requirement program with the developed 
software, and encrypts the combined data and 
distributes it via any medium including broadcast by 
electronic wave. 

<Page 5, upper right column line 17-lower left column 
line 5> 

As shown in fig. 3, an operating system executes 
a resource management in a supervisor status, while 
each permission requirement program 11A, 11B, and so on 
for a program to be right managed executes a right 
management by monitoring execution of software 12A, 12B 
and so on in each right management status. Hereinafter, 
the permission requirement program and software 
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controlled by it are called as a pair of right 
management . 

<Page 6, upper left column lines 16-19> 

A structure of software implemented in an 
apparatus as shown in fig. 5, for example, is shown in 
fig. 6. The structure consists of three portions, a 
key storage portion, a permission requirement program 
11 and a software 12. 
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Fig. 1 

(A) program to be right managed 

(B) encrypted instruction 

(C) instruction execution unit 

(D) key 

(E) program status word 

(F) right management table 

(G) principle explanation figure of present invention 
11 permission requirement program 
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software (word processing software, compiler, 
etc . ) 

right management interruption occurrence 
mechanism 

change of right management status 
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Fig. 3 

(A) operating system 

(B) resource management 

(C) right management 

(D) right management according the present 
invention 

11A and 11B permission requirement program 
12A and 12B software 
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Fig. 6 



(A) right number (PN) 

(B) SR access key 

(C) Padding of random number 

(D) Key storage portion 

(E) Encryption by public key cryptosystem 

(F) DES scheme, encryption with KEY1 

(G) At. least partial portion with DES scheme, 
encryption with KEY2 

(H) Structure example of software 

11 permission requirement program 

12 software 



